IHamaTKa M0 6€30MaCHOCTH HIKOJBLHUKOB B ceTu UHTepHeTE

C KaXIbIM TOAOM MOJOJIEKH B MHTEPHETE CTAHOBUTHCA OOJIbIIE, a MIKOJbHUKH
OJJHM W3 CaMbIX aKTHUBHBIX IOJb30Baresie PyHera. Mexay TeM, NOMHUMO
OTPOMHOIO KOJIMYECTBA BO3MOXKHOCTEH, WHTEpPHET HECET U MpoOJeMbl. ITa
naMsTKa JI0JKHA MOMOYb Te0e 6e301acHO HaXOIUThCS B CETH.

KommnerotepHbsie BUPYChI

KoMmnploTepHblid BUPYC — 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOTrpaMM,
OTIIMYUTEIBHON 0COOEHHOCThIO KOTOPOM SIBJISIETCS CLIOCOOHOCTh K Pa3MHOKEHHUIO.
B nononHeHne Kk 3TOMY, BUPYChl MOTYT NMOBPEJIUTh WJIA MOJHOCTHIO YHUUYTOXKHUTh
BCe (pailyibl U JaHHBIE, MTOJJKOHTPOJIBHBIE TIOJIH30BATENI0, OT UMEHH KOTOPOTO ObLiIa
3amylieHa 3apak€HHas NporpaMMma, a TAaKKE MOBPEINTh WM JTAXKE YHUUTOXKHUTH
OTIEpallMOHHYIO CHCTEMY CO BceMu daiiamu B 11eJoM. B OOJBIIMHCTBE cllydaeB
pacupoCTPaHSAKTCS BUPYCHI Y€PE3 UHTEPHET.

MeTtonbl 3a1IMTHI OT BPEIOHOCHBIX MPOTPaAMM:

e Hcrnonb3yld COBpPEMEHHBIE OIEPALMOHHBIC CHUCTEMbBI, HWMEIOIIUE CEPhE3IHBIN
YPOBEHb 3aIIUTHI OT BPEIOHOCHBIX MTPOrPamMM;

* IlocrosHHO ycraHaBnuBai mayTd  (UMUQPOBBIE  3ariaTKH,  KOTOPHIE
ABTOMATHUYECKH YCTAHABJIMBAIOTCA C IIEJIbIO JOPAOTKH MPOrpaMMbl) M JpYyrue
OOHOBJICHHSI CBOEH omnepalMOHHOW cuctembl. CkauumBaili UX TOJBKO C
opurmanpHoro  caiira paszpaborumka OC. Ecnum cymiectByeT  pexum
aBTOMATHYECKOTI0 OOHOBJICHUS, BKJIIOUHU €T0;

* Orpannyb GU3UYECKUM TOCTYI K KOMIBIOTEPY JJIs1 TOCTOPOHHMX JIUIL;

» Vcnonp3yil BHENIHWE HOCUTENTW MHQPOpPMAILUU, Takue Kak (JeliKa, TUCK WIIH
(aiisn U3 UHTEpHETA, TOJIBKO U3 MPO(EPEHHBIX UCTOYHUKOB;

» Pabortaii Ha cBoeM KOMMBIOTEPE TOJ TIpaBaMU TIOJB30BATENsA, a He
aIMUHUCTpATOpa. IJTO HE TMO3BOJUT OOJBITUHCTBY BPEJOHOCHBIX MPOrpaMM
MHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBLHOM KOMITBIOTEPE;

* Hcnonp3yl  aHTHBUPYCHBIE  IPOTPAMMHBIE  MPOJYKTHl  HM3BECTHBIX

HpOHSBO,IIPITGJICfI, C aBTOMaTUYECKUM OOHOBJICHUEM 633;



« He otkpeiBail KOMIbIOTEpHBbIE (ailibl, MOJIYYCHHbIE U3 HEHAAEKHBIX
UCTOYHUKOB. Jlaxxe Te (pailibl, KOTOpbIEe NpUcail TBOM 3HAaKOMbIX. Jlydme yrounu
y HEro, OTIIPaBJIsUI JIU OH TeOe UX.

Cetu WI-FI

Wi-Fi - 310 He BHI mepelaud JaHHBIX, HE TEXHOJOTHs, a BCEro JIUIIb OpEH],
mapka. Eme B 1991 roay Humepianjckas KOMMIaHHUS 3aperucTpupoBalia OpeHI
«WECA», uto o0o3nauano cnoBocouetanue «Wireless Fidelity», xoTopsiit
NEePEeBOIUTCS KaK «OecIpoBOAHAs TOYHOCThY. Jlo HaIlero BpeMeHu Jouuia Apyras
ab0OpeBuaTypa, KOTOpas SIBISETCS TaKoW e TexHoJiorued. DTo abOpeBuarypa
«Wi-Fi». Takoe Ha3zBaHue ObLJIO JJAaHO C HAMEKOM Ha CTaHJIapT BBICIINI 3BYKOBOI
texuuku Hi-Fi, uTo B mepeBojie 03HaYaeT «BBICOKAsi TOUHOCTHY.

Ja, OecruiaTHbIi WMHTEPHET-IOCTYN B Kade, OTeNsIX U a’poropTax sBISETCS
OTJINYHOM BO3MOKHOCTBIO BBIXOJAa B MHTEpHET. HO MHOruMe sKcnepThl CUMTAIOT,
gT0 obmeaoctynabsie Wi-Fi ceTu He sBisitoTcs 6€30macHbIMU.

CoBeTsl 10 0€30MacHOCTH paboTe B 00men0CTYHBIX ceTsix Wi-fi:

» He nepenanaii cBoro nuuyHyro uHopMaiuo yepe3 odmieaoctynasie Wi-Fi cetn.
PabGoras B HuUX, *eJaTeIbHO HE BBOAUTH MAPOJIM JOCTYIA, JIOTUHBI U KaKHUE-TO
HOMEPA;

* Ucnionb3yit 1 OOHOBIISIT aHTUBUPYCHBIE TIPOTPaMMBI U OpaHaMayep. TeM cambiM
Thl 00€30macHIlb ce0s OT 3aKaYKU BUpYyca Ha TBOE YCTPOMCTRO;

* [Ipu ucnonszoBannu Wi-Fi otkmoun gyskiuio «O0muii goctyn k daiiaam u
npuHTepam». JlaHHas (QyHKIMS 3aKpbiTa MO YMOJIYaHUIO, OJHAKO HEKOTOPbHIC
MOJIH30BATENIM AKTUBUPYIOT €€ Il YI00CTBA UCIIOIB30BaHUs B padoTe UiIu yueoe;
* He ucnionw3yit myonmunasiii WI-FI muist nepenaun TUYHBIX JaHHBIX, HATIPUMED IS
BBIX0JIa B COIIMAIbHBIE CETH UJIM B DJICKTPOHHYIO MTOYTY;

* Unonw3y# Tonbpko 3amuiieHnoe coequuenne uepe3 HTTPS, a ue HTTP, T1.e. npu
Habope BeO-aapeca BBOAU UMEHHO «https://»;

* B wmoOwieHOM Tenedone ortkmoun QyHkiuio «lloakmouerne k  Wi-Fi
apTomMaTnueckn». He pomyckail aBTOMATH4YE€CKOrO0 MOAKIIOYEHHUS YCTPOMCTBA K

cersasM Wi-Fi 06e3 TBoero corJjiacus.



CouuanbHbIe CETH

ConunanbHble CETH AKTUBHO BXOJST B Hally >KW3Hb, MHOTHE JIIOAU PabOTalOT H
KUBYT TaM IOCTOsIHHO, a B Facebook yxxe 3aperucrpupoBaH MuLIdapi 4esiOBeEK,
YTO SIBJISIETCS OJTHOW CEIbMOM BCEX JKUTEJEH IUIAHEThl. MHOTME MOIB30BATENINA HE
MOHUMAIOT, YTO MHGpOpMAIMs, pa3MElIeHHass UMU B COIIMAJIBHBIX CETSIX, MOXKET
ObITh HalJieHa W MCIOJIb30BaHAa K€M YTOJHO, B TOM 4YHCJI€ HE 0053aTEIbHO C
OJIaruMy HaMEPEHUSIMU.

OCHOBHBIE COBETHI IO 0€30MACHOCTH B COLIMAIIBHBIX CETSIX:

* Orpannyb CIHCOK Jpy3ell. Y TeOs B APY3bsX HE JOJDKHO OBITh CIy4allHBIX H
HE3HAKOMBIX JIFOJICH;

* Sanuiiail cBOI0 YacTHYIO >ku3Hb. He yka3wiBait mapomu, TenedoHsl, aapeca, 1aTy
TBOETO POXKACHUS U JPYTYIO JIMYHYI0 HUH(POPMALMIO. 3JIOYMBIINJIEHHUKH MOTYT
HCIIOJIB30BaTh Jlaxke MH(OpPMAIIMIO O TOM, KaK Thl U TBOM POJUTENH TUIAHUPYETE
MIPOBECTU KAHUKYJIbI;

* Jamuinai CBO penyTalulo - I€p>KU €€ B UUCTOTE U 3ajiaBail cebe BOIPOC: XOTeN
Obl THI, YTOOBI JAPyrHe MOJIb30BATENM BUIEIH, YTO Thl 3arpyxaemb? [lomymai,
MPEXJIe YEM UTO-TO ONMyOJIMKOBATH, HAIIMCATD U 3arPy3UTh;

 Eciu ThI roBOpUlIb C JIOJbMH, KOTOPBIX HE 3HACllb, HE HCIOJb3YH CBOE
peasibHOE MMS U JPYTYIO JUYHYI0 WH(MOPMAIIMU: UMSI, MECTO JKUTEILCTBA, MECTO
y4eObl U poyee;

» W3Geraii pasmemnienusi ¢otorpaduit B MHTEepHeTe, rae Thl H300pa)keH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OINPEAEIUTh TBOE MECTOIOJIOKEHHE;

* [Ipu peructpanuu B COUMAIBHON CETH HEOOXOAMMO HCIIOJIb30BATH CIIOXKHBIE
HapoJIx, COCTOSIIINE U3 OYKB M LIU(P U C KOJTUYECTBOM 3HAKOB HE MEHee §;

» Jlms comumanbHOM CETH, MOYTHhI U JAPYTUX CAUTOB HEOOXOIUMO HCIIOIh30BaTh
pasHbie maposm. Torma ecnu TeOS B3JIOMAlOT, TO 3JIOYMBINUICHHUKHA TOJydat
JOCTYII TOJIBKO K OTHOMY MECTY, a HE BO BCE Cpa3y.

DJIEKTPOHHBIE I€HBIU

OJNEeKTpPOHHBIE JEHBIM — 3TO OYEHb YOOOHBIM CHOCOO TuIaTeX e, OJHAKO

CymECTBYIOT MOIICHHHUKHN, KOTOPBIC XOTAT INOJYYUTH OTH JCHBI'U.



DONEeKTpOHHBIE JIEHbIM MOSBUIMCH COBCEM HENABHO M MMEHHO HM3-3a 3TOTO BO
MHOTMX TOCYJApCTBaX JI0 CHUX IOP HE MPOMUCAHO MPO HUX B 3akoHax. B Poccum
e OHU (PYHKIIMOHUPYIOT U O HUX YK€ MPOIMHUCAHO B 3aKOHE, TJIe UX Pa3JesIioT Ha
HECKOJIBKO BHUJOB — AHOHMMHBIE W HE aHOHHMMHbIE. Pa3Huiia B TOM, 4TO
aHOHMMHBIE - 3TO Te€, B KOTOPBIX pa3peliaeTcs MNPOBOAUTH olepauuu 0e3
UACHTU(UKAIINY TTOTH30BATENs, & B HEAHOHUMHBIX HICHTU(UKALIUN MTOJIb30BaTels
SBIIETCS 0053aTENLHOM.

Taxxxke cienyer pas3nuyarb — JJEKTPOHHbIE  (UATHBIE  JACHBIM  (paBHBI
rOCYJIapCTBEHHBIM BaJIIOTaM) W DJJICKTPOHHBbIE He(dUAaTHBIC ACHBIM (HE PaBHBI
rOCy/1IapCTBEHHBIM BAIIOTaM).

OCHOBHBIE COBETHI IO 0€30MACHOI padOTe C 3IEKTPOHHBIMU JE€HbIAMMU:

* TlpuBsku K cueTy MOOWIBHBIM TenedoH. DTO caMblii YJOOHBIH W OBICTPHIi
croco0 BOCCTAaHOBUTH JOCTYH K cuery. llpuBsizaHHBIN TeneoH MOMOXKET, €CiH
3a0yJenip CBOM IUIATEXXHBIM MMaposib WM 3aijielllb Ha CalT C HE3HAKOMOTO
YCTPOMCTBA;

 MHcnonws3yii omHopazoBele mnaposu. [locie mnepexoga Ha  YCUIEHHYIO
aBTOpHU3alLlMI0 TeOe yXe He OyJeT yrpokaThb ONAacHOCTh KpaXXu WM IepexBara
IUIATEKHOTO MapOJIs;

* BriOepu crnoxubiil maposs. [IpectynHukaMm Oynetr He MPOCTO yrajaTh CIOMKHBIN
naposb. Hage)xxasle mapojam — 3TO MapoJIk, KOTOPBIE COIEpkKAT HE MEHEE 8 3HAKOB
U BKJIIOYAIOT B ce€0d CTPOYHbIE W MPOMHUCHBbIE OYKBBI, HUMPHI U HECKOIBKO
CUMBOJIOB, TaKu€ KaK 3HaK JoJiapa, (yHTa, BOCKJIMIATENIbHBIA 3HAK W T.II.
Hanpumep, $tROng!;;

* He BBOIM CBOM JIMUHbBIE JAaHHBIC HA CaliTaX, KOTOPHIM HE JOBEPSIEIIb.
DNEeKTpOHHAs MoYTa

ONeKTpoHHasl MoYTa — 3TO TEXHOJOTHWS W MPEJOCTABISIEMBIE €H0 YCIYTH 110
NEPECHUIKE U MOJTYUYEHUIO IEKTPOHHBIX COOOUIEHUH, KOTOPBIE PACTIPEAEIISIOTCS B

KOMITBIOTEpHOU ceTH. OOBIYHO SIEKTPOHHBIA TOYTOBBIM SIMIUK  BBITJISIAT



CIIEYIOIKM 00pa3oM: UMsI_TOJIb30BaTENI(@UMs_JoMeHa. Takke KpoMe repeiadu
IPOCTOT0 TEKCTA, UMEETCSA BO3MOKHOCTD IIEpEIaBaTh (pailiibl.

OCHOBHBIE COBETHI IO 0€30MaCHOM padOTe C AIESKTPOHHOU MOYTOM:

* Hano BbIOpaTh MpaBUIIbHBIN MOYTOBBIM cepBHC. B MHTEpHETE €CTh OrpPOMHBIM
BBIOOp OECIUIaTHBIX IMOYTOBBIX CEPBUCOB, OJIHAKO JIy4llle JIOBEPSATH TEM, KOTO
3HaCIIb U KTO MEPBBIM B PEUTHHTE;

* He ykaspiBaii B nuyHOW mouTe nuuHylo uHbopMmanuio. Hampumep, myuiie
BBIOpaTh «MY3bIKaJIbHBIA (paHaT@» nuiu «pok2013» Bmecto «remal3y;

* Mcnonp3yil ABYXATAaHYI0 AaBTOPU3ALMIO. DTO KOrAa MOMHMO NapoJisl HYXHO
BBOAUTH KOJ, NPUChUIAEMbIA 10 SMS;

* BriGepu cnoxxHbId aposb. s kaxa0ro mo4ToBOro SMKa J0JKEH ObITh CBOM
HAJIC)KHBIM, yCTOWYMBBIN K B3JIOMY I1apOJIb;

* Ecnu ecth BO3MOXKHOCTh HaIMCcaTbh CaMOMY CBOW JIMYHBIA BOIIPOC, MCIOJIB3YH
9Ty BO3MOXKHOCTb;

* Mcnonp3yl HECKOJIBKO MOYTOBBIX SIIIMKOB. [IepBbIN 111 4aCTHOM MEPENNUCKHU C
ajapecataMH, KOTOPBIM Tbl JOBEpsACHIb. JTO 3JIEKTPOHHBIM agpec HE HaJIo
UCIIOJIb30BaTh NIPHU PErUCTpalluy Ha popyMax U calTax;

* He otkpbiBail ¢aiiisl U Ipyrue BIOKEHHUS B MHUChMaX JIayke €CIIN OHH MPUIILITH OT
TBOUX Jipy3el. Jlydiiie yTouHu y HUX, OTIIPABIISIIIN JIM OHU TeOe 3TU (aiiibl;

* [lociie okoHYaHUsi pabOTHI HA MOYTOBOM CEPBUCE MEPE] 3aKPHITUEM BKJIIAIKU C
caiToM He 3a0y/Jb HAKATh Ha «BBIATIY.
KubepOyumuHr nian BUPTyaabHOE U3AEBATEIBCTBO

KubepOymmHr — mpeciaeqoBaHue COOOIICHUSIMH, COJIEPKAITUMU OCKOpPOJICHUS,
arpeccHio, 3alyruBaHue; XyJIUTraHCTBO; COLIMAIbHOE OOMKOTUPOBaHKE C TTOMOIIBIO
Pa3IMYHBIX HUHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO 00pHOE ¢ KHOESPOYTHHTOM:

» He Opocaiics B 60ii. Jlyumuii croco0: MOCOBETOBAThCS KaK ceOs BECTH U, €CIH
HET TOr0, K KOMY MOXHO OOpaTUThCs, TO BHAYaIe YCIOKOUThCS. Eciii Thl HauHeIlb
OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJBKO €IIe OOJIBIIE Pa30kKKEIIh

KOH(JIUKT;



* YpaBinsii cBoeil kubeppemyTaluei;

* AHOHMMHOCTbh B ceTH MHHUMas. CylIecTBYIOT CIOCOOBI BBISICHUTB, KTO CTOUT 32
AHOHUMHBIM AKKAYHTOM;

* He crout BecTn Xynuranckuit o0pa3 BUpTyaabHOMU ku3HU. UHTEpHET pukcupyer
BCE TBOU JCHCTBUS U COXpaHSET UX. Y JAIUTh UX OyJeT KpalHe 3aTpyIHUTEIILHO;

» CoOmrofiaii CBOM BUPTYaJIbHYIO YECTh CMOJIONY;

* Urnopupyit equnuuHblii HeraTuB. OAHOPA30BbIE OCKOPOUTENBHBIE COOOIICHUS
Jqy4iie UrHopupoBath. OOBIUHO arpeccus MpeKpamiaeTcs Ha Ha4yajabHOM CTaluu;
 ban arpeccopa. B mnporpammMax oOMeHa MTHOBEHHBIMU COOOIICHUSIMHU, B
COLIMAJIBHBIX CETSAX €CTh BO3MOYKHOCTh OJOKHUPOBKM OTHPABKHA COOOILIEHHH C
OIPEJEIICHHBIX a/IPECOB;

 Ecnu THI cBuuerens KuOepOysiuMHra. TBOM JEHCTBHA: BBICTYNHTH IPOTHUB
IpeciieIoBaTeNs, MOKa3aTh €My, YTO €ro JCWCTBUS OLICHWBAIOTCS HETaTUBHO,
HOJIEpKaTh KEPTBY, KOTOPOW HY)KHA ICHXOJIOTMYECKas IMOMOILb, COOOIIMTH
B3pOCJIBIM O (PaKTe€ arpeCCUBHOTO MOBEACHUS B CETH.

MoOubHBIN TenehoH

CoBpemenHble cMapThOHBI U TUIAHIIETHI COJEpKaT B ceOe BIIOJHE B3POCIbIN
GyHKIMOHAT, W TENepb OHU MOTYT KOHKYpHUPOBaTh CO CTallMOHAPHBIMU
KoMmnbroTepamu. OHaKO, CPEACTB 3aLUTHI 7Sl MOJAOOHBIX YCTPOMCTB MOKA OUYEHb
Mano. TectupoBaHMe M TIOMCK YSA3BUMOCTEl B HHMX THPOUCXOJUT HE Tak
WHTeHCUBHO, Kak mia IIK, To ke camoe kacaeTcs U MOOWMIIBHBIX MPHUIIOKCHUH.
CoBpeMeHHbIe MOOWIIbHBIE Opay3epbl YK€ NPAKTUYECKH JOTHAIM HACTOJbHBIE
aHaJoTU, OJHAKO pacmupeHue QyHKIMOHAIA BJEUYeT 3a €000 OOJbIIyIO
CIIOKHOCTh W MEHBIIYK 3allUIIEHHOCTh. JlaJleko He BCe NPOU3BOANUTEIN
BBIITYCKAIOT OOHOBJICHUS, 3aKPbIBAIOUINE KPUTUYECKHUE YA3BUMOCTU [UJISI CBOUX
YCTPOWCTB.

OCHOBHBIE COBETHI JIJIs1 0€30MACHOCTH MOOMIIBLHOTO TenedoHa:

* Huuero He sBisieTcst mo-HacTosiuiemMy OecrjaTHeIM. Bysib OCTOpOK€eH, Bellb Koraa
Tebe mpearaloT OeCIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-TO

IJIaTHBIC YCIIYTH;



 Iymaii, mpexae yeM otnpaButh SMS, ¢oto wimm Bumeo. Tel TOUHO 3HAEIB, TC
OHU OYJyT B KOHEYHOM UTOTE?

* Heo6x01uM0 OOHOBIIATE ONEPAIMOHHYIO CUCTEMY TBOEIO cMapT(hoHa;

* Mcnionb3yit aHTUBUPYCHBIE IPOTPAMMBI JJIsI MOOMITBHBIX Telle(hOHOB;

* He 3arpyxail DpWIOKEHHS OT HEHU3BECTHOTO HCTOYHHMKA, BEAb OHHM MOTYT
COJIEPKaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECTIEUEHHUE;

* [Toce Toro kKak Thl BBIIACIIB C caiiTa, IJe BBOAWI JIMYHYIO HHPOPMAIHUIO, 3alIH
B HaCTpOMKH Opay3epa u yaanu cookies;

 Ilepuonuueckn NpoBEpsAl KAakWe IUIATHBIE YCIYTM aKTUBUPOBAaHbI HAa TBOEM
HOMEpE;

+ JlaBail cBOil HOMEP MOOMJIBHOIO Tele(oHa TOJBKO JIFOJIM, KOTOPBIX Thl 3HAEIIb
U KOMY JIOBEpsICUIb;

* Bluetooth gomkeH ObITh BBIKIIOYEH, KOTAa Thl UM HE MoJib3yenibes. He 3a0biBail
WHOT /1A IPOBEPATH 3TO.

Online urpsi

CoBpeMEHHbIE OHJIAH-UTPBI — 3TO KPACOYHBIE, 3aXBaThIBAIOLIME pPa3BIICYEHUS,
OOBEAUHSIONINE COTHU ThICAY YEJIOBEK MO Bcemy Mupy. Wrpoku wuccnemayroT
JaHHBIA UM MUp, OOIIAIOTCA APYT C APYTrOM, BBIIOJHSAIOT 33JaHUS, CPAKAIOTCS C
MOHCTPAMH M IIOJYYarT ONBIT. 3a YJOBOJIbCTBUE OHHU IIATAT: MOKYMNAKOT JMCK,
OIUIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAaKUE-TO OMLHUU.

Bce 3tn cpencrtBa MayT Ha MOJAEpP)KAHWE M PAa3BUTHUE WUIPBI, a TAKXKE Ha caMy
0€30MacHOCTh: COBEPILICHCTBYIOTCSI CUCTEMbl aBTOPU3AIMH, BBIITYCKAIOTCS HOBBIE
naTyu (LUQPPOBbBIE 3aMIATKU AJI MPOTPAMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B mogoOHBIX urpax CTOMUT omacarbcs HE CTOJBKO CBOMX CONEPHUKOB, CKOJBKO
KpaXXu TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CUCTeMa aBTOpU3AIUU OOJBIIMHCTBA
Urp.

OCHOBHBIE COBETHI 110 0€30MIaCHOCTH TBOETO UTPOBOTO aKKayHTA:

 Ecnu gpyroii urpok BeAeT ceOsl MIOXO WM co3AaeT TeOe HENpUSTHOCTH,

3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;



 Tloxanylica aIMHUHHCTPATOpaM HWIPbl HAa IUIOXO€ IOBEAEHUE 3TOrO HIPOKa,
YKeJaTeJIbHO PWIOKUTh KaKHe-TO JOKa3aTeIbCTBA B BUJIE CKPUHOB;

 He ykaspiBail muuHy0 nH(popMaiuio B npodaiiyie urpsi;

* YBakall Ipyrux y4aCTHUKOB I10 UIPE;

* He ycranaBnuBaii Heo(unagbHble TaTYU U MOJBI;

* Mcnionp3y# CIOXKHBIE U pa3HbIE IApOJIH;

e Jlaxxe BO BpeMs UIPbI HE CTOMT OTKJIKOYaTh aHTUBUpYC. 11oka Tl nrpaemnis, TBOU
KOMITBIOTEP MOT'YT 3apa3uTh.

OUIIMHT WM KpaXka JTUYHBIX JAHHBIX

OOBIYHON Kpa)Kkell JeHEer W TOKYMEHTOB CErOAHS YK€ HUKOro He yAuBHU{IIb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOTUI 3JI0YMBIIIIEHHUKHA IEPEMECTHIINCH B NHTEPHET,
U TPOJOJDKAIOT 3aHUMAThCS «JTIOOMMBIM» J1eJoM. Tak MOsSIBUJIACh HOBas yrposa:
MHTEPHET-MOLICHHUYECTBA WIM (DUILMHT, IJIaBHas LEJlIb KOTOPOIO COCTOMT B
NOJyYEHUU KOH(PUACHUMATbHBIX JaHHBIX MOJIb30BaTeNIel — JOTMHOB U MapoJeH.
Ha anrnmiickom sa3bike phishing uyutaercs kak ¢uummsr (ot fishing — priOHas
JIOBJIs, password — mapoJin).

OcHOBHBIE COBETHI IO 0OPHOE € (PUITUHTOM:

« Creau 3a cBOMM akkayHTOM. Eciu Thl mojo3peBaellb, YTO TBOSI aHKETa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKHPOBAaTH €€ M COOOIIUTh aJIMUHUCTPATOPaAM
pecypca 00 3TOM KaK MOYKHO CKOPEE;

* Hcnons3yit Oe3omnacHble BeO-CaliThl, B TOM 4YHUCIE, HWHTEPHET-MarasuHoB H
MOMCKOBBIX CUCTEM;

» Ucnonb3yll clioxkHbIe U pa3Hble maponu. Takum oOpa3om, eciau Te0s B3JIOMAIoT,
TO 3JIOYMBIIIJIEHHUKY TOJy4aT JOCTYII TOJBKO K OTHOMY TBOEMY MPO(UITIO B CETH,
a He KO BCEM;

* Ecnu Tebs B3noManu, TO HEOOXOIUMO MPENYNPEAUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE J00aBieHbI Y TeOsS B JPY3biX, O TOM, 4TO T€Os B3JIOMAaJU M, BOZMOXHO,
OT TBOETO UMEHH OyJIE€T PacchlIaThCA CIIaM U CChUIKM Ha (PUIIIMHTOBBIE CANTHI;

* YcraHoBu HajexHbli mapois (PIN) Ha MOOMIIBHBIN TenedoH;

* OTKJIIOYM COXpAaHEHHE Mapois B Opaysepe;



* He oTkpsIBaii Qaiisiel v Ipyrue BIOKEHHs B TUChMaX Ja)e €CIU OHU MPHUIILTU OT
TBOUX JIpy3ei. JIydine yTouHr y HUX, OTIIPABIISIIN JIM OHU TeOe 3TH (Haiiiisl,
[Mudposas penyranus

[MudpoBast permyranus - 3T0 HETaTUBHAs WU MO3UTHBHAs WHGOpPMAIUS B CETH O
tebe. Kommpomerupyromas uHpopMalus pa3MelleHHas B HHTEPHETE MOXKET
CEpbE3HBIM 00pa3oM OTpa3UThCcsl Ha TBOEW peanbHOM Ku3HH. «Lludpoas
pemyTaus - 3TO TBOM UMHJIK, KOTOPBIA popMupyeTcs: u3 uHpopmManuu o Tede B
uHTEepHEeTe. TBOE MECTO KHUTENIbCTBA, yueObl, TBOE€ (DMHAHCOBOE IMOJIOXKEHUE,
O0COOEHHOCTH XapakTepa M paccKas3bl O OJIM3KUX — BCE 3TO HAKAILJIMBAETCS B CETH.
MHorue nOAPOCTKM JIETKOMBICIIEHHO OTHOCATCA K NyOJIMKalMH JTHUYHON
uHpopmaruu B MHTEpHETE, HE MOHUMAsT BO3MOXKHBIX MOcieACTBUN. Thl naxke He
CMOXeEITb J0TafaThcsi 0 ToM, 4yTo doTorpadusi, pa3MeilleHHas 5 JIeT Ha3aj, cTaja
MPUYUHON OTKa3a MPUHATH T€0s Ha PaldoTy.

KommenTtapuu, pasmemienue TBoux ¢oTorpaduit u Apyrue ACHUCTBUS MOTYT HE
MCYE3HYTh JAXKE IMOCJE TOro, KaK Thl UX YJaJdullb. Tbl HE 3HAEUIb, KTO COXPAHUII
9Ty MH(pOpMaIIIO, TToTaia I OHAa B TIOUCKOBBIE CUCTEMBI M COXPAHMIIACh JIU OHA, a
IJIaBHOE: YTO MOAYMAIOT O TeOE OKpy»Karolee JI01, KOTOPble HAWIYT U YBUIAT
sto. Halitu mHdoOpmaIuio MHOTO JIET CIYCTS CMOXET JIF0OOW — Kak U3 JOoOpBIX
noOyX/JIeHU, TaK U C HAMEPEHHUEeM MPUYUHUTH Bpel. DTO MOXET OBITb KTO
YTOIHO.

OcHOBHBIE COBETHI 10 3aIUTe NU(PPOBOI pernyTauu:

* [Tonymaii, mpexze yem 4To-To MyOJIMKOBaTh U MepeaBaTh y cedst B OJore Ui B
COILIMAJILHOM CETH;

* B HacTpotikax nmpo¢uis yCTaHOBU OTpaHUYEHUS Ha POCMOTP TBOETO MPOPIIS U
€ro COAEPKUMOTrO, CIEJIal €r0 TOJIBKO «IJIS IPY3En»;

 He pasmemaii m He ykaspiBail HH(OpMAIMIO, KOTOpas MOXKET KOT0-JIHO0
OCKOPOJIATH MIIH OOMKATh.

ABTOpCKOE MPABO

CoBpeMeHHbIE HIKOJIbHUKA— aKTHUBHBIE MOJIB30BATENM LU(PPOBOTO MPOCTPAHCTBA.

OI[H&KO JAaJICKO HE BCE€ 3HAKOT, 4YTO IIOJIB30BAHHC MHOTHMMH BO3MOXHOCTIMHU



muppoBOoro Mupa TpeOyeT COOMIOJEHUS TMpaB HAa  HUHTEIUICKTYaJbHYIO
COOCTBEHHOCTb.

TepMuH «HMHTEIJIEKTyalbHasi COOCTBEHHOCTBHY» OTHOCHUTCS K  Pa3JIMYHbIM
TBOPEHHUSM YEJIOBEUECKOrO0 yMa, HayMHAas C HOBBIX HM300pPETEHHUN M 3HAKOB,
0003HavyaloNMX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTU , U 3aKaHUMBAsi KHUTaMH,
doTorpadpusiMu, KHHOPUIbEMAMHU U MY3bIKAJIbHBIMU MTPOU3BEICHUSIMH.

ABTOpCKHE TpaBa — OTO IIpaBa Ha HWHTEUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
MIPOU3BEACHUSL HAYKH, JINTEPATYPHl U UCKycCTBa. ABTOPCKHE MpPaBa BBICTYIAIOT B
KAueCTBE TapaHTHH TOTO, YTO HMHTEIUIEKTYyaJIbHBIM/TBOPUECKUN TPYJ aBTOpa HE
OyZeT HampacHbIM, JAacT €My CIpaBeAJIUBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ysibTaTax CBOEro TpyAd, MOJYyYUTh W3BECTHOCTh U mNpu3HaHue. Hukro 0e3
pa3pelIeHuss aBTOpa HE  MOXET BOCIPOM3BOJIWTH €0  IPOU3BEICHHUE,
pacnpocCTpaHsiTh, MyOJIMYHO JEMOHCTPUPOBaTh, IPOJaBaTh, HMIIOPTHPOBATH,
ycKaTb B IPOKAaT, MyOJIMYHO HCIONHSTH, MMOKa3bIBATh/UCHONIHATE B 3(Upe WU
pasmemats B MHTEpHETE.

Hcnonp30BaHue «MUPaTCKOro» MPOrpaMMHOr0 OOECIeueHUs MOXKET MPUBECTH K
MHOTHM pUCKaM: OT MOTEPHU JAHHBIX K TBOMM aKKayHTaM J0 OJIOKMPOBKH TBOETO
YCTPOMCTBA, TI'/I€ YCTAHOBJIEHHBIM HE JerajbHas nporpamMma. He ctouT Ttakke
3a0bpIBaTh, YTO CYIIECTBYET JIETAJbHbIE U O€CIIaTHBbIE MPOrPaMMbl, KOTOpPbIE

MO>KHO HAUTH B CETH.



